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Abstract. The appearance of fake news in Ecuador, during the period of con-
finement generated by the pandemic related to COVID-19, evidenced the various
dimensions of this phenomenon. This paper analyzes the spread of fake news
about Covid in the Ecuadorian technological scene, in order to promote an under-
standing and subsequent debate that contributes to the generation of prevention
strategies and even reduction of its impact on the Internet and social networks,
for the benefit of communication and democracy. One of the serious problems
caused by disinformation is the appearance of rumors, which in the context of a
health emergency cause anguish and despair among the population. This is where
a social environment is needed in which the State shields the production of fake
news and the destruction of disinformation from official communication, through
transparent and precise communication, with clear and detailed messages on the
form of prevention and attention, that it arrives by truthful technological means.
Much better if these are disseminated through official spokespersons from differ-
ent professional branches: scientific community, authorities with responsibilities
in health matters and civil society organizations with an aligned and coherent dis-
cursive line, to share certainties with the public and appease the anguish of the
situation, and communication technology professionals. In the context of political
information and technological strategic communication, it is worrying that social
networks are the strategic field to attack the adversary by creating rumors that are
spread as fake news.A similar case occurswith the false information that circulates
on social networks in relation to the health emergency, and that puts people’s lives
at risk. As evidenced, information technology is a weapon on an unprecedented
scale. This is precisely because the technological and communicational advances
of the information society have facilitated the fabrication andmanipulation of con-
tent that, when disseminated through social networks, dramatically amplifies the
lies produced by the States, by populist politicians and by dishonest corporations,
among the population, that lacks criteria to assess these technological contents.
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1 Introduction

One of the main objectives of the Ecuadorian State, according to its Constitution, is to
ensure that social communication contributes effectively and efficiently to the develop-
ment of the productive, cultural, educational, social and political management of the
country [1], in addition to guaranteeing that all its citizens, individually or collectively,
have the right to seek, receive, exchange, produce and disseminate truthful, verified,
timely, contextualized, plural information, without prior censorship on facts, events and
processes of general interest, through communication systems efficient, participatory
and decentralized management [2].

For this reason, institutions of the Ecuadorian State such as theMinistry of Telecom-
munications and the Information Society [Mintel] or the General Secretariat of Com-
munication of the Presidency of Ecuador [SECOM], which have their objectives in
the development of Information Technologies and Communication in Ecuador, work to
stop other types of contagion networks, which negatively accompany the Covid issue:
misinformation and the increase in fake news.

2 Methodology Followed for This Case Study

Fake electronic news is news articles that intentionally and verifiably attempt to mislead
the public, and are often motivated by economic or political gains. This abundance
of information and prevalence of fake news makes it difficult for citizens to filter the
Internet from information that is relevant and true from information that is not. Under
these conditions, societies, current countries, run the risk of making decisions based on
false information [3].

From this point of view, citizens are permanently recommended to corroborate the
information through official sites and reliable news, and they are invited to pay more
attention to messages that look different, image, video and audio files, which could be
edited to try to misrepresent the information.

For the present case study, a documentary bibliographic methodology was initially
used, searching for previously published information on the subject; methodology that
was accompanied by hermeneutics, that is, the interpretation that was developed on this
literature.

Subsequently, an information survey was carried out from the official Internet web
pages and government social networks, where they commented on the fake news pub-
lished. Finally, an analysis is developed on all the content found, triangulating the
information obtained.

3 Results Obtained

Studies on Covid and misinformation reveal that, to corroborate information, people
often compare news from social networks with traditional media [4]. However, this
strategy of finding out if a piece of news is false or not may be wrong, since it cannot
be guaranteed that what is broadcast in traditional media is true. Sánchez-Tarragó [5]
maintains that the technological context, the increase in the volume of people with
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Internet connection availability and access to mobile phones, favors the proliferation of
fake news; likewise, the availability of sophisticated yet simple applications for editing
and publishing images, text and audio; social network platforms that, on the one hand,
open private information to the public space, but also allow the circulation of information
in real time between networks of supposed trust, such as friends or family, with less
chance of being refuted or denied, is reason of the increase in fake news [6].

The World Health Organization [WHO] made a selection of technological false-
hoods spread internationally about Covid. The study is credited with creating the phrase
“misinformation infodemic” as fake news about the coronavirus on the Internet is said
to spread faster and stronger than the disease itself [7].

4 Discussion/Opinions

This manipulation of technological information has also become a growing problem in
theRepublic of Ecuador; and in this scenario, the Internet and social networks are flooded
with news about Covid, which often turns out to be false. However, a high percentage
of these fake news posts spread farther, faster, and more widely than true news [8].

Fake news is spread using tricks and traps to get users to read and share it. To
increase their diffusion and effects, they use sensationalist approaches in the news,
generating immediate reactions in the user, according to their political orientation or
beliefs. Added to this is the fact that actions tomitigate its progress, such as disseminating
truthful technological information, have not been effective against this phenomenon of
disinformation [9].

And although trustworthy news sites or web pages differ markedly from social net-
works, real news is also shared through social networks [10]. This feature is what makes
social networks a means of amplifying information, information that can be real or
false [11]. Thus, currently, with the appearance of Covid, the use of social networks
has increased, generating the appearance of an enormous amount of data that passes
from user to user [12]. However, the availability of information does not correlate with
a greater knowledge of consumers, since most of the information is not reliable, which
translates into the dissemination and excessive use of technological fake news [13].

According to the National Institute of Statistics and Censuses of Ecuador [INEC], in
this country, the main channels for disseminating false technological news are Facebook
and WhatsApp. It should be noted that in relation to fake news and social networks,
for example, the most popular story rated as fake news was widely shared more on
Facebook than the true facts with greater acceptance. These facts must be understood
as a challenge, to the extent that it is difficult to differentiate what is false from what is
true, since this generation of false information is a constant in digital media [14].

A study carried out by the University of Oxford includes the Republic of Ecuador
among the 70 nations where “cybertroops” operate to carry out propaganda through the
computer and the Internet, that is, groups of political actors who tend to manipulate
public opinion in line; and through the use of deceptive technological strategies, which
induce chaos [15].

In this sense, the Ecuadorian National Government has worked to counteract this
fake news that circulates through the networks, always thinking about the security of
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information, and that Ecuadorians are informed with the truth. These rules are intended
to create confidence in the use of electronic means, guarantee the security of electronic
systems, data, communications and services, in such a way that they allow the exercise
of rights and the fulfillment of duties through these means. In addition, at present, all
the autonomous communities have internal procedures to control compliance with the
laws and policies established by the National Security Scheme [16].

In this regard, the Secretary of Communication of the Presidency of the Republic of
Ecuador of the date, Gabriel Arroba [17] expressed that fake news generates chaos and
nervousness in the population; and the appearance of this type of news does not help
during the health emergency.

And it is that on the subject, a set of virtual news that surpassed common sense,
but which, however, were even picked up by the international press, who believed it to
be true, spread throughout this country. Among these, one of the most extreme can be
named: that corpses resulting from the pandemic have been thrown and burned in the
streets of the city of Guayaquil [18].

Of the two reported cases, it was later clarified that the first was a protest with burned
tires to demand the prompt removal of the bodies of the people who had died in their
homes [19]; in the second case it was the burning of a piece of furniture belonging to a
man who would have died from the virus [20].

5 Conclusion

Presumably, the Ecuadorian government has already identified the origin of most of the
fake news, whose diffusion took place from neighboring countries in the geographical
area of Latin America, such as Venezuela, Mexico and Cuba; information that in his
opinion only seeks to create chaos. The effect of fake news in democracies is worrying,
but it can be even more damaging in regimes like the Ecuadorian one, in political, social
and economic crisis, under attack by an international lying propaganda machine [21].

The Ecuadorian Secretary of Communication added that the authorities specialized
in the technological issue have identified political groups, which are dedicated to creat-
ing a feeling of uncertainty, he also said that these groups seek a negative image of the
government in power, to delay political processes. The battle of ideas is waged on several
fronts, it has been a mechanism to manipulate public opinion, using technology, com-
municational hegemony and censorship. Activists, infocitizens, journalists, advanced
users and neophytes of the electronic subject coexist in the digital ecosystem, automated
accounts created in laboratories to position memes, labels and ideas, which sometimes
pose as true radical opponents [22].

In this regard, the authorities consider that 50% of fake news about Covid in Ecuador
is generated in Mexico, and that in the first 12 days of the health emergency, fake news
had 40 million impacts in Ecuador. The phenomenon of fake news ends up undermining
the spaces of diversity of discourse and the very concept of plurality. From the classi-
fication of the different sectors of society, to the deliberate concealment of information
according to particular interests, society suffers a continuous loss of access to spaces for
public discussion and exposure to the expression of cultural and thought diversity, which
prefigures an atomized world, in which conflicts are exacerbated that end up favoring
radical and intolerant discourses [23].
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Through a virtual press conference, the official explained that a team from the Com-
munication Secretariat of the Presidency [SECOM] is dedicated to monitoring and clar-
ifying the fake news that has been generated during the health emergency due to the
coronavirus. The Information Manipulation Theory makes it possible to approach fake
news as a way of manufacturing disinformation that is produced intentionally in an arti-
ficial way and that, although it may be based on real situations or experiences, differs in
content and quality from truthful information [24].

About the 40 million hits in Ecuador, it does not mean that there was that amount of
fake news, but that it was observed that number of times. To do this, SECOM identifies
this fake news and tries to clarify it through official communications or interviews with
officials in the media, which distracts them from other obligations. As a result of the
emergency declarations and the failures in crisismanagement, a perception of democracy
on pause was generated that allowed the communities to move from an individual vision
of the problem to a collective one [25].

Another symbolic example of fake news in Ecuador was the capture of a chat that
the then Minister of Government published on her Twitter. This shows how an apparent
political group is organized to spread the rumor of a false food shortage. According to
Arroba, these political groups create false rumors and based on these they record false
audios that are spread through Facebook,WhatsApp and other social networks, including
traditionalmedia,which have also echoed different fake news that have circulated, during
the pandemic with an ideological bias, not only in its approach and treatment, but also
in its ideological content [26].

According to the first police intelligence reports at the start of the pandemic, 50%
of fake news originated in Mexico, 30% in Ecuador, and the rest in other countries,
including Venezuela and Cuba. Regarding the possible interference of political parties
in the generation of fake news, Arroba clarified that he does not point to any specific
group, but that evidence is being collected to locate those responsible [27].

Acknowledgements. To the Universidad de Guayaquil, Universidad Estatal Peninsula de Santa
Elena and Universidad de Milagro, for the resources provided, in the development of the projects
called “Systematization and digitization of the records of the archives of the Council of the Faculty
of Jurisprudence” and “Study on the impact of communication 4.0”.

References

1. Clery, A., Molina, L., Linzán, S., Zambrano-Maridueña, R., Córdova, A.: University commu-
nication in times of Covid-19: the ecuadorian case. In: Antipova, T. (ed.) ICCS 2020. Lecture
Notes in Networks and Systems, vol. 186, pp. 165–174. Springer, Cham (2021). https://doi.
org/10.1007/978-3-030-66093-2_16

2. Jervis-Bone, N.: Estudio de la comunicación externa de la SECOM durante el inicio de la
pandemia del COVID-19 en Guayaquil–Ecuador en el año 2020 (2021)

3. Galarza-Molina, R.: ¿Quién cree las fake news? Análisis de la relación entre consumo de
medios y la percepción de veracidad de noticias falsas sobre la enfermedad COVID-19 en
Nuevo León, México (2021)

https://doi.org/10.1007/978-3-030-66093-2_16


Spread of Fake News About Covid: The Ecuadorian Case 677

4. Molina, S., Parrales, G., Linzán, S., Clery, A.: Information society: access to public informa-
tion. In: Rocha, Á., Reis, J., Peter, M., Bogdanović, Z. (eds.) Marketing and Smart Technolo-
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